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The purpose of e-safety at Ribbon is to:
•

Educate pupils about e-safety issues and appropriate behaviours, so that they remain safe and legal
online.

•

To help pupils to develop critical thinking skills to reflect and enable them to keep themselves safe.

•

To minimize the risks of handling sensitive information.

Different technologies
This policy refers to the use of different technologies, these include:
•

Computers, laptops, iPads, iMacs, iPods and other hardware devices that have access to the internet

•

Websites, emails and applications

Effective Practice in e-Safety
E-Safety depends upon effective practice in each of the following areas:
•

Education for responsible IT use by staff and students;

•

A comprehensive, agreed and implemented e-Safety Policy;

•

Secure, filtered broadband.

•

A school network that is compliant with National Education Network standards and specifications.

Links to other policies:
•

As noted in this policy, the school has Staff Code of Conduct and a separate Acceptable Use Policy
for pupils.

•

Links are also established with the school’s Anti-Bullying Policy, Behaviour Policy, policies for Child
Protection and Staff Code of Conduct.

Our e-Safety Policy has been written by the school, building on the Kent e-Safety Policy and NSPCC and
government guidance. It has been agreed by senior management and approved by Directors.
•

The e-Safety Policy was revised by: Ashleigh Thorne (e-safety Leader) December 2019

•

It was approved by the Trustees on: _______________

•

The next review date is (at least annually): December 2020

1.1

Roles and responsibilities

1.1.1

The role of the Head teacher and Senior Leadership Team in e-safety at Ribbon:

•

The HT is responsible for ensuring the safety (including e-safety) of members of the school community

•

The HT will appoint a designated person as E-Safety Leader for the school.

•

The HT and another member of the Senior Leadership Team should be aware of the procedures to be
followed in the event of a serious e-safety allegation being made against a member of staff.

•

The HT and SLT are responsible for ensuring that the E-Safety Leader and other relevant staff receive
suitable CPD to enable them to carry out their e-safety roles and to train other colleagues, as relevant.

1.1.2
•

1.1.3

The role of the Trustees in e-safety at Ribbon:
The Board of Trustees has a nominated link to Computing and IT (Steve Ball) and a nominated
safeguarding Director (Ian Stephenson), both of whom oversee policies and meet with key staff as
needed. Policies are reviewed by the Board of Trustees biannually.
The role of the e-safety leader at Ribbon (Ashleigh Thorne) is:

•

To oversee the curriculum, ensuring all members of the e-safety team are aware of their roles,
responsibilities and requirements to produce documentation.

•

To ensure planning and resources are available for staff to deliver a progressive e-safety curriculum,
across the academic year.

•

To ensure that all pupils and staff sign up-to-date policies.

1.1.4
•
1.1.5

The role of the IT Technician at Ribbon (Neil Williams) is:
To implement and oversee the IT systems, infrastructure and filtering systems.
Teaching and Support Staff at Ribbon are responsible for ensuring that:

•

they have an up to date awareness of e-safety matters and of the current school e-safety policy and
practices

•

they have read and understood the school Staff Code of Conduct a copy of which is available in on
Sharepoint > Documents > Policies

•

they report any suspected misuse or problem using CPOMs

•

e-safety issues are embedded in all aspects of the curriculum and other school activities

•

pupils understand and follow the school e-safety and Acceptable Use policy

•

pupils have a good understanding of research skills and the need to avoid plagiarism and uphold
copyright regulations

•

they monitor IT activity in lessons, extra-curricular and extended school activities

•

they are aware of e-safety issues related to the use of mobile phones, cameras, smart watches and hand
held devices

•

they monitor the use of devices listed above and implement current school policies with regard to these
devices

•

in lessons where internet use is pre-planned, pupils should be guided to sites checked as suitable for their
use and that processes are in place for dealing with any unsuitable material that is found in internet
searches (as per Behaviour Policy)

1.1.6
•

are responsible for using the school IT systems in accordance with the Pupil Acceptable Use Policy

•

have a good understanding of research skills and the need to avoid plagiarism and uphold copyright
regulations (please see Computing Curriculum Plans for more guidance)

•

need to understand the importance of reporting abuse, misuse or access to inappropriate materials and
know how to do so (as per Safeguarding protocols and policy)

•

will be expected to know and understand school policies on the use of mobile phones, digital cameras,
smart watches and hand held devices

•

should know and understand school policies on the taking / use of images and on cyber-bullying

•

should understand the importance of adopting good e-safety practice when using digital technologies out
of school and realise that the school’s E-Safety Policy covers their actions out of school, if related to their
membership of the school

1.1.7

2.1

Pupils:

Parents / Carers

•

Parents / Carers play a crucial role in ensuring that their children understand the need to use the internet
/ mobile devices in an appropriate way.

•

We, therefore, take every opportunity to help parents understand these issues through newsletters,
parents’ evenings, parents’ afternoons & literature.

Staff training

All members of staff at Ribbon receive annual Safeguarding training. This specifically includes e-safety training.
Details of members of staff who have received training can be found from the school’s Safeguarding team (Ms K
Jones).

2.1.1

Members of staff have received accredited training:
Name
Details of training
Ashleigh Sheridan
Keeping children safe online
(online course)
by NSPCC Training and CEOP (Child
Exploitation Online Protection
Centre)
Date: 18th December 2019
Ashleigh Thorne
Keeping children safe online
(online course)
by NSPCC Training and CEOP (Child
Exploitation Online Protection
Centre)
Date: 17th December 2019

Date to be refreshed
Academic year 2019 - 2020

Academic year 2019 - 2020

3.1

Teaching and learning

3.1.1

Why the Internet and digital communications are important

•

The Internet is an essential element in 21st-century life for education, business and social interaction. At
Ribbon, we have a duty to provide students with high-quality Internet access as part of their learning
experience.

•

Internet use is a part of the statutory curriculum and a necessary learning tool for staff and pupils.

3.1.2
•

Ribbon’s Internet access will be designed expressly for pupil use and will include filtering appropriate
to the age of pupils. (Please see Filtering Policy).

•

Clear boundaries will be set for the appropriate use of the Internet and digital communications and
discussed with staff and pupils. (Please see Acceptable Use Agreement).

•

Pupils will be educated in the effective use of the Internet in research, including the skills of knowledge
location, retrieval and evaluation. (Please see e-safety planning).

3.1.3

3.2

Internet use will enhance and extend learning

Pupils will be taught how to evaluate Internet content

•

At Ribbon, we ensure that the use of Internet-derived materials by staff and by pupils complies with
copyright law.

•

Pupils are taught to be critically aware of the materials they read and shown how to validate
information before accepting its accuracy.

How e-safety is covered in the curriculum

Children at Ribbon have access to a progressive e-safety curriculum. E-safety is a part of everyday practice,
although children do receive discrete safety lessons every year. Every classroom in KS1 displays the Acceptable
Use Agreement, signed by children, alongside an e-safety display, which teachers refer to during everyday
teaching (see Section 7.1). Every classroom in KS2 displays the Acceptable Use Agreement, signed by children,
alongside the Be Internet Legends key characteristics display, which teachers refer to during everyday teaching
(see Section 7.1).
A summary of the resources for e-safety lessons is below.

3.2.1

e-safety Resources & Progression

All lesson plans and resources can be found in Staff Shared > e-portfolios > e-safety
Year Group
Nursery
Reception
Year 1
Year 2
Year 3
Year 4

Year 5
Year 6

3.3

Resource
Smartie the Penguin
story
Lee & Kim
Jessie & Friends
Jessie & Friends
Play, Like, Share
The Adventures of
Kara, Winston & the
SMART Crew
Jigsaw Video & Top
Tips for Surfing
Play, Like, Share & Self
Esteem Work

Links
http://www.kidsmart.org.uk/teachers/ks1/readsmartie.aspx
https://www.thinkuknow.co.uk/5_7/leeandkim/
https://www.thinkuknow.co.uk/parents/jessie-and-friends/
https://www.thinkuknow.co.uk/parents/jessie-and-friends/
https://www.thinkuknow.co.uk/parents/playlikeshare/
http://www.childnet.com/resources/the-adventures-ofkara-winston-and-the-smart-crew
http://www.kidsmart.org.uk/
https://www.thinkuknow.co.uk/8_10/

Pupils with SEND

Pupils with SEND have an increased vulnerability to risk online, especially those with language and
communication needs, or social communication difficulties.
The school makes the following provisions to protect those children:
• Any SEND children with identified language, communication or social difficulties are identified on the
school’s SEND list. Teachers are aware of those children, and differentiate e-safety lessons as required.
• Children in Kaleidoscope Room have differentiated e-safety lessons as part of their specialist provision.
• SEND children work with Sue Farrell from Place 2 Be and address issues during a Y6-Y7 transition group
during the summer term in Y6.
4.1

Managing Internet Access

4.1.1

Information system security

At Ribbon, our information-system security is put in place, monitored and overseen by Mr N Williams, the
school’s IT Technician.
•

School IT system security will be reviewed regularly by Mr N Williams and the SLT.

•

Virus protection is installed and updated regularly. Details of which can be obtained from Neil Williams.

•

Security strategies are discussed with the Local Authority.

4.1.2

Email

At Ribbon, we use the Local Authority’s email system, for staff and pupils (www.durhamlearning.net). Before
using school emails (when the service is available from the Local Authority), children will sign an Acceptable Use
Agreement, and take part in e-safety lessons, to learn about possible dangers and how to keep safe online.
•

Students may only use approved e-mail accounts on the school system.

•

Students must immediately tell a teacher if they receive offensive e-mail.

•

In e-mail communication, students must not reveal their personal details or those of others, or arrange to
meet anyone without specific permission.

•

Incoming e-mail should be treated as suspicious and attachments not opened unless the author is
known.

•

Any emails to outside bodies, for the sake of research or learning by the children, are sent via the
class teacher, and approved by the Head teacher before sending.

•

The forwarding of chain letters is not permitted.

4.1.3

Published content and the school website, app, Class Dojo and Facebook group

At Ribbon, we have a vast and informative website (www.theribbonschool.co.uk). It includes up-to-date news and
information about school. The site will be updated by Mr N Williams, with overall editorial responsibility taken by
the Head Teacher, to ensure content is accurate and appropriate. Before content is added, the following rules
should be considered, and adhered to:
•
•
•
•
•

Staff or student personal contact information will not generally be published.
The contact details given online are the school’s main office.
Children’s full names will never be used on the school website.
Children’s names will never accompany a photograph.
Pupils without published photograph permission will not appear.

Letters and term dates are published on the school’s mobile app (School Ping). The app can be downloaded via
the App Store or via Google Play. Administrative Assistants will be responsible for uploading content to the app,
although the overall editorial responsibility will be taken by the Head Teacher, who will ensure content is accurate
and appropriate. Before content us added, the following rules should be considered, and adhered to:
•
•
•
•
•

Staff or student personal contact information will not generally be published.
The contact details given online are the school’s main office.
Children’s full names will never be used on the school website.
Children’s names will never accompany a photograph.
Pupils without published photograph permission will not appear.

To keep in touch with parents, the school also has an official Facebook group. It includes links to the school
website, as well as news updates for parents. The DHT and administrative assistants will be responsible for
uploading content to the page. Overall editorial responsibility will be taken by the Head Teacher, who will ensure
content is accurate and appropriate. Before content is added, the following rules should be considered, and
adhered to:
•
•
•
•
•
•

Staff or student personal contact information will not be published.
The contact details given online are the school’s main office.
Children’s full names will never be used by the school.
Children’s photographs will only be uploaded if the school has written permission from parents. This is
obtained from the GDPR agreement, completed by all parents when their children join the school.
Children without permission for photograph use are reported to class teachers each September and a
list can be obtained at any time from the office.
During school trips, key members of staff are identified (in risk assessment) to capture key images.
Parents are NOT permitted to capture images of the children.

Each class teacher also uses Class Dojo to contact parents and give updates about daily school life. Before content
is added, the following rules should be considered, and adhered to:
•
•
•

Staff or student personal contact information will not be published.
Children’s full names will never be used on Class Dojo.
Children’s names will never accompany a photograph.

4.1.4

Publishing students’ images and work

•

Photographs that include students will be selected carefully so that individual pupils cannot be
identified or their image misused.

•

Children’s names will never accompany a photograph.

•

Written permission from parents or carers will be obtained before photographs of students are published
on the school website or Class Dojo.

•

Work can only be published with the permission of the student and parents/carers.

4.1.5

Social networking and personal publishing

•

The school will control access to social networking sites, and consider how to educate students in their
safe use.

•

Students will be advised never to give out personal details of any kind which may identify them, their
friends or their location. They will be advised of this during e-safety lessons (see section 3.2.1).

•

Students should be advised not to place personal photos on any social network space without considering
how the photo could be used now or in the future.

•

Students should be advised on security and encouraged to set passwords, to deny access to unknown
individuals and to block unwanted communications. Students should be advised to only invite known
friends and deny access to others.

•

Students should be advised that advertising scams can be dangerous. This will be covered during esafety lessons (see section 3.2.1).

4.1.5.1 Staff use of Social Networking
All staff at Ribbon are asked to sign a Code of Conduct agreement, which includes a section on responsible use
of social media. These are kept by the Finance Department. A copy can be found on Sharepoint > Documents >
Policies

4.1.6

Managing filtering

•

The school will work in partnership with Durham LEA, Becta and the Internet Service Provider to ensure
that systems to protect pupils are reviewed and improved.

•

If staff or students discover an unsuitable site, it must be reported to the e-Safety Leader or the IT
technician and a CPOM report completed.

•

The ITSS technician will ensure that regular checks are made to ensure that the filtering methods selected
are appropriate, effective and reasonable.

4.1.7

Managing videoconferencing

•

Students should ask permission from the supervising teacher before making or answering a
videoconference call, using Skype or Facetime.

•

Videoconferencing will be appropriately supervised for the students’ age.

4.1.8

Managing emerging technologies

•

Emerging technologies will be examined for educational benefit and a risk assessment will be carried
out before use in school is allowed.

•

The e-safety team understands that technologies such as mobile phones with wireless Internet access can
bypass school filtering systems and present a new route to undesirable material and communications.
(Please see Filtering Policy)

•

Mobile phones will not be used during lessons or formal school time. The sending of abusive or
inappropriate text messages is forbidden. (Please see Mobile Phone Policy – Section 13.1)

4.1.9
•

Protecting personal data
Personal data will be recorded, processed, transferred and made available according to the Data
Protection Act 1998.

5.1

Policy Decisions

5.1.1

Authorising Internet access

•

All staff must read and sign the ‘Staff Code of Conduct’ before using any school IT resource at Ribbon.

•

All children and staff in school have controlled, monitored access to the internet. If any AUPs are broken,
and the Behaviour Policy deems them to have restricted internet access, ITSS and class teachers will action
this.

•

Parents/carers will be given a copy of the Acceptable Use Form, which their children have signed.

5.1.2

Assessing risks

•

At Ribbon, we will take all reasonable precautions to prevent access to inappropriate material. However,
due to the international scale and linked nature of Internet content, it is not possible to guarantee that
unsuitable material will never appear on a computer connected to the school network. Neither the school
nor DCC can accept liability for any material accessed, or any consequences of Internet access.

•

The e-safety leader (AT) will annually audit IT use to establish if the e-safety policy is adequate and that
the implementation of the e-safety policy is appropriate and effective.

5.1.3

Handling e-safety complaints

•

Complaints of Internet misuse will be dealt with by a member of the Senior Management Team in
accordance to the school’s Behaviour Policy.

•

Any complaint about staff misuse must be referred to the HT.

• Complaints of a child protection nature will be dealt with in accordance with school child protection
procedures.
•

If parents or pupils have a complaint, they should follow the school’s complaints procedure.

•

Any potentially illegal issues will be dealt with by the SLT and police/parents.

6.1

Communicating e-Safety

6.1.1

Introducing the e-safety policy to pupils

6.1.2

•

e-Safety rules will be posted in all rooms where computers are used.

•

Pupils will be informed that network and Internet use will be monitored.

•

All children will sign a Key-Stage-Appropriate AUP.

•

A programme of training in e-Safety will be developed, based on the materials from CEOP (see
section 6.1)

Staff and the e-Safety policy

•

All staff will be given the School e-Safety Policy and its importance explained.

•

During e-safety annual training, staff will be informed that network and Internet traffic can be
monitored and traced to the individual user.

•

Staff that manage filtering systems or monitor IT use will be supervised by senior management and
work to clear procedures for reporting issues.

•

Staff should understand that phone or online communications with pupils can occasionally lead to
misunderstandings or even malicious accusations. Staff must take care always to maintain a professional
relationship. (See section 11.1)

6.1.3

Enlisting parents’ and carers’ support

•

Parents’ and carers’ attention will be drawn to the School e-Safety Policy in newsletters, the school
brochure and on the school website.

•

The school will maintain a list of e-safety resources for parents/carers.

9.1

The misuse of technology and breaching the policy

All staff at Ribbon sign a Code of Conduct and children sign an Acceptable Use Agreement to raise awareness of
the dangers of using technology incorrectly, as well as ensuring the safety of both staff and pupils.
Both agreements are set to last for the duration of their time at Ribbon. If agreements are broken, children face
consequences appropriate to the action, which could range from a day’s ban, to a meeting with parents.
Teachers are responsible for ensuring that the children’s rules are on display in every classroom, serving as a daily
reminder for children of all ages.
9.2

How incidents are reported

As part of our Safeguarding policy, staff are required to record any concerns or incidents that have occurred to do
with e-safety. A CPOM alert must be filled in at the earliest opportunity. This procedure should also be followed if
children access a website deemed to be inappropriate for school use. ITSS will be informed to block the website
using the school’s internet filtering system. All staff are trained on using CPOMs and must report to K Jones if they
need another copy of their username and password. Any misuse of the internet, in accordance to the Acceptable
Use Policy, should be dealt with following the school’s Behaviour Policy.

10.1 Parental involvement
Parents can access the e-safety policy on our school website:
http://www.theribbonschool.co.uk/policies/e-safety/
10.1.1 Parents / Carers play a crucial role in ensuring that their children understand the need to use the internet
/ mobile devices in an appropriate way. We, therefore, take every opportunity to help parents understand these
issues through newsletters, parents’ evenings, parents’ afternoons & literature.
11.1 How images and film are managed
Details about how images and film of children are stored for, and for how long, are detailed in the school’s Data
Protection Policy.
12.1 Statement on passwords and password security
As part of the school’s Code of Conduct and Acceptable Use Policies (for both staff and pupils), passwords should
not be shared and should be unique. If any members of staff have any concerns about passwords, they should
complete a CPOM alert.
13.1

The use of mobile technologies including mobile phones

At Ribbon, children are not permitted to use their mobile phones in school. If a parent wishes for his/her child to
bring a mobile phone to school (for use on the way home or for a young carer), the parent should contact school
staff and discuss the issue first with their child’s teacher. The phone must be handed in to the child’s teacher first
thing in the morning, who will place it in a locked cupboard and it will remain switched off. It can then be
collected by the child at home time (the phone is left at the owner’s own risk). If, in the rare case of a Young
Carer, for whom communication with home is essential, it should be done with prior consent by staff and parents
and the use of the school telephone agreed.

13.2

Sanctions for the use of mobile phones during school time for children

Mobile phones brought into school without permission by children will be confiscated, put in a locked cupboard
and returned at the end of the day. Where mobile phones are used in or out of school to bully or intimidate
others, then the Anti-Bullying Policy will be applied.
13.3

Incidents outside of school between children involving mobile phones

If arguments, cyberbullying or any other issues involving children and technology occur outside of school, and the
issue is brought to our attention, the peer-relationship issue in school should be dealt with in line with the AntiBullying Policy. We will offer support and guidance to finding a solution. We will assure the child that it is not his
or her fault; notify the child’s parent(s) and word with the child/parent to identify the bully. We will agree a way
parents and children can take action to get the bullying to stop. We will tell the parent/child to work together to
document all incidents (including printing emails, taking screen shots of text messages and writing down all
incidents in a notebook). This documentation will help when going to the correct authorities on the bullying. We
will also advise the child and parents to block the bully from social media sites so he/she cannot see or comment
on the child’s page. Similarly, blocking the bully’s phone number on the child’s phone and his/her email address in
the child’s email account would be advised.
Until the situation is under control, we will ask parents to limit the child’s access to the internet and mobile
device. This will reduce the exposure that the bully has to the child and will prevent the child from feeling
depressed over something that occurred online.
Any referrals to Place 2 Be will be made, as would be the case with any upset or issue.
13.4

Staff use of mobile phones in school

Staff mobile phones should be switched off and left in a safe place during lesson times. Staff should only use
mobile phones in designated areas (staff room and classrooms, if there are no children there). Staff should not
send or receive texts in classrooms, or use camera phones at any time. When taking photos of events in and out
of school (including sporting events) staff should only use school equipment, without exception. Staff should
never allow themselves to be photographed by pupils using anything other than school equipment. Staff should
never contact students from their personal mobile phone, or give their mobile phone number to students. If a
member of staff needs to make telephone contact with a parent, a school telephone should be used.
13.5

Parent use of mobile phones in school

To ensure full safeguarding of the children at Ribbon, parents / carers are not permitted to use mobile phones
whilst on school property. Clear signs on display at the main entrance instruct parents / carers to switch off their
mobile phones when entering the school. When hosting events, parents / carers will be reminded of this before
the event begins.
14.1

Information on monitoring and evaluation

This policy will be reviewed on an annual basis by the e-safety leader, the SLT and the Trustees (biannually).

